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No-Nonsense  Recycling 

24  Getting  rid  of  old  tech  equipment 
now  takes  as  much  forethought 
as  purchasing  it  in  the  first  place  did. 


Liquid  Storage 

28  Seeking  to  shelter  its  new  data  center  from 
hurricanes,  one  Florida  city  chose  a  structure  built 
to  keep  water  in.  not  out:  a  water  tank. 


WIRELESS  NETWORKING 


iPad  Influx  Spurs  Demand  for  Fast  Wi-Fi 


The  first  day  the  iPad  went  on  sale 
in  April,  half  the  financial  analysts 
and  executives  at  securities  broker¬ 
age  Baron  Funds  in  Manhattan 
lined  up  and  bought  their  own  —  and  then 
immediately  wanted  to  use  them  at  work. 

They  got  no  reception  in  the  offices  and 
said,  'We  need  good  Wi-Fi,'  so  1  said,  ‘Let’s 
get  a  budget  for  this,’  ”  said  Henry  Mayorga, 
Baron’s  manager  of  network  technology,  in 
an  interview. 

Mayorga  quickly  evaluated  Wi-Fi  gear 


handle  the  throu^iput  demands  of  the  iPads, 
Mayoiga  found,  but  Cisco’s  faster  Sua.iin 
gear  worked  —  and  required  fewer  access 
points  than  the  rivak’  did.  So  he  installed  i8 
Cisco  Aironet  3502  access  points  with  Qean- 
Air  technology  to  reduce  interference. 

Mayorga  praised  Cisco’s  802.110  haid- 
ware,  which  cost  $42,000,  but  he  rejected 
Cisco’s  security  software  and  instead  chose 
Avenda  Systems’  eTlPS,  which  cost  $15,000. 

About  50  Baron  analysts  us 
iPads  to 


could  have  avoided  an  outage  or 
responded  nwre  quickly  when  one 

COW  added  that  businesses  need 
to  provide  employees  with  better 
remote  access  during  emergencies. 
More  than  half  (53%)  of  the  busi¬ 
nesses  surveyed  said  they  allow 
employees  to  telecommute  when 
a  foreseeable  disruption,  such  as 
a  hurricane,  is 


lenges,  including  an  aging  work¬ 
force  and  an  increase  in  red  ink. 

The  move  will  affect  about  33.000 

THINK  TANK  state  employees,  making  it  one  of 

Gartner  WamsofApp  Maintenance ‘Debf  r.rrrr-*’*"" 

Minnesota’s  decision  follows  an 

IT  departments  are  incurring  an  “IT 
debt” totaling $500 billion world- 
wide  this  year  because  tight  budgets 
have  kept  them  from  updating  older  software. 

“Year  after  year  of  deferred  maintenance 
means  that  the  application  portfolio  risks 
getting  dangerously  out  of  date,"  Gartner 
analyst  Andy  Kyte  said  in  a  statement.  Gartner 
called  it  “a  debt  incurred  in  previous  years 
that  will  need  to  be  paid  off"  in  the  future  by 
investing  in  software  upgrades. 

The  research  firm  d^ned  IT  debt  as  “the 
cost  of  clearing  the  backlog  of  maintenance 
that  would  be  required  to  bring  the  corporate 
applicatioos  portfolio  to  a  fully  supported 

upgrade/modemize  many  applications,  and  I  messaging  systems,  such  as  Group- 

believe  Gartner  is  out  line  usit^  words  like  Wise.  Lotus  Notes  and  multiple 

‘debt’  which  have  guik  associated  with  them,”  versions  of  Microsoft  Exchange,  to  a 

Mirchandani,  a  former  Gartner  analyst,  said  single  Exchange  system, 

in  a  blog  post.  Officials  cited  several  reasons  for 

Scavo  acknowledged  in  a  blog  post  that  the  move  to  the  ckwd.  including 

"application  proliferation  and  unsupported  a  need  to  save  money  at  a  time  of 

venions”  are'fog  problems.  He  said  QOs  projected  budget  deficits.  Moreover, 

should  make  an  efik^  to  identify  scrftware  that  the  state  must  deal  with  the  fact 

can  be  retired,  consolidated  or  turned  over  to  that  50%  of  its  workforce  will  be 

third-party  maintenance  firms  or  software-as-  eligible  for  retirement  in  the  next  10 

a-service  providers.  years -a  situation  a  that  “creates  a 

He  noted  that  only  strategic  applications  that  huge  risk  in  [administering]  govern- 

provide  business  value  need  to  be  upgraded  ment  services,"  said  Minnesota  CIO 

to  current  versions  on  a  regular  schedule.  Gophal  Khanna. 

could  rise  to  $1  trillion  by  2015. 

and  Frank  Scavo  said  Gartner's  estimates  were 
overblown,  contending  that  the  research  firm 
has  a  hisrory  of  producing  big,  scary  numbers, 
like  its  prediction  of  Y2K  remediation  costs. 
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their  software  portfolios  to  determine  which  is  part  of  a  larger  shift  from  silo  ap- 

applications  fall  into  each  category,  he  said,  proaches  that  spawned  more  than 

but  he  added  that  it’s  difficult  to  get  users,  top  two-dozen  messaging  systems  to  a 

executives  and  fT  to  ^ree  on  the  business  more  horizontal  system  that  offers 

value  or  quality  of  a  particular  application.  shared  seiyices,  said  Khanna. 

-MitchBettS  -  PATRICK  THIBODEAU 

Virtual  desktops.  Adapt  to  any  device.  In  any  environment. 


TOAL  COMPUTiWe 


An  iPad  '  or  a  Droid A  smartphone  or  a  tablet.  A  Mac*  or  a  PC. 


Now  you  can  deliver  virtual  desktops  that  will  adapt  easily  to 

any  device  in  any  combination.  Seamlessly.  Simply.  Securely. 

That's  the  power  of 
virtual  computing,  delivered 
byCitrix'  XenDesktop'- 

with  FlexCast" 
technology. 
As.computing 


evolves,  say 

yes  to  the  demands  of  your  workforce 
and  your  business.  All  v/ith  complete  confidence  and 
complete  control.  Virtual  computing  solutions  from  Cifrix. 

Simplicity  is  power.  Citrix. 
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Citrix.com/SimplicitylsPower 
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HP’s  New  CEO 
Has  Software  Bent 

Apotheker’s  SAP  experience  may  help  HP 
boost  its  emerging  software  business  and  its 
standing  against  growing  nemesis  Oracle. 

By  Patrick  Thibodeau  and  Nancy  Gohring 


WHILE  ANALYSTS  are  split  over  whether 
former  SAP  CEO  Leo  Apotheker  has 
the  etqjerience  to  run  a  $120  billion 
company,  most  agree  that  his  ap¬ 
pointment  as  Hewlett-Packard  Co.’s 
CEO  late  last  month  was  a  way  to  tell  the  world  that 
HP's  future  is  software. 

tine  of  the  fastest-growing  and  [most]  prohtaWe 
parts  of  HP  has  been  its  software  business,”  said  Frank 
Gillett,  an  analyst  at  Forrester  Research  Inc.  "Software 
s  where  the  magic  and  difierentiation  get  created.” 
Analysts  also  pointed  out  that  the  hiring  of  a 

which  acquired  HP  rival  Sun  Microsystems  Inc. 
early  this  year  arxl  then  hired  farmer  HP  CEO 
MaA  Hunl  within  days  of  his  resignation. 

HP  added  to  the  rivalry  by  coupling  the 
annouiKement  of  Apotheker’s  hiring  with 
news  that  it  has  appointed  farmer  Oracle 
President  and  Chief  Operating  Officer  Ray 
Lane,  now  managing  partner  at 


one  closet  to  HP's  Palo  Ako,  Calif.,  headquarters  — 
shows  that  HP  is  confident  that  Apotheker  can  bring  a 
more  international  focirs  and  a  more  softwarecentric 
vision  to  the  business,  said  China  Martens,  an  analyst 
at  The  451  Group. 

Nonetheless,  she  added  that  the  new  CEO  must 


very  wide  product  portfolio.” 

HP  officials  hi^lighted  Apotheker’s  record 
in  driving  software  growth  at  SAP,  as  well  as  his 
support  for  research  and  development  projects,  1 


some  20  years  at  the  ERP  vendor,  whose  sales  totaled 
nearly  $4  billion  in  the  quarter  that  ended  June  30. 

Ray  Wang;  an  analyst  at  Altimeter  Group,  said 
that  after  Hurd's  abrupt  resignation  in  August,  HP 
likely  had  few  strong  CEO  choices.  “HP  needed  a 


I  would  love  to  use  RFID,  but  it's  not  in  the  budget. 
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Solve  Physical,  Virtual,  and 
All  That  Lies  Between 


commvault' 


If  you're  not  yet  among  the  12,000+  companies  that 
have  discovered  a  better  solution  to  modern  data  and 
Information  management  challenges  with  CommVault* 
Simpana*  software,  there's  never  been  a  better  time  to 
make  the  switch.  This  groundbreaking  software  is  the 
bridge  between  where  you  are  and  where  you  need 
to  be  in  the  rapidly  transforming  IT  landscape.  And 
with  hundreds  of  new  features,  Simpana  9  is  our 
most  robust  and  easy-to-implement  release  yet. 

■  Backup  and  recovery,  snapshot  management, 
and  deduplication  in  a  single  optimized  process 

■  Protect  500  virtual  machines  in  under  17  minutes 

■  Eliminate  90%  of  redundant  data  at  the  source- 
producing  approximately  50%  faster  backups 

■  Migrate  easier  than  ever  with  automatic  conversion 
of  legacy  configurations 


Discover  the  difference  for  yourself;  Attend  the 
Simpana  9  Virtual  Event  to  view  the  corporate  launch 
announcement  and  explore  a  wealth  of  product 
resources,  webcasts,  videos,  and  more.  Register  today 


SIMPf- 


,  &  INFORMATION  MANAGEMI 


We  have  not  only  our  own  organization;  we  have 
agencies  and  elected  officials  we  have  to  manage. 
And  that  squares  into  the  second  point,  which  is 


managing  complex  change.  How  do  you  speak  to  and 
inform  them  and  keep  them  with  you  as  allies  as  you 
go  throu^  change  in  a  complex  emerprise? 


utfon."  What  were  the  main  problems  when  you 
sUrted  In  2006?  They  were  numerous.  Rrst  of  all, 
we  were  in  lines  of  business  we  didn’t  belong  in.  [For 
example]  we  were  running  a  phone  company.  And 
when  you  dug  deeper,  it  was  clear  we  didn’t  have 
proper  proces.ses  in  place  to  manage.  We  didn’t  have 
the  right  skill  sets.  Our  infrastructure  was  aging  — 
50%  to  60%  was  six  to  to  years  old.  We  had  a  large 
number  of  employees  who  were  close  to  retirement, 
and  we  had  to  fill  critical  skill  gaps  in  the  next  two  to 
three  years.  And  our  infrastructure  was  poorly  run 
and  poorly  managed.  We  had  servers  in  rooms  that 
were  at  risk  of  overheating  every  day  in  the  summer. 


to  do  so,  aftm  Virginia.  HOW  dM  you  stil  such  a  boM 
■novo?  It  started  with  gathering  the  facts.  This  was 
not  a  very  transparent  environment.  It  was  filled  with 
anecdotes  and  a  lot  of  lyks  who  didn’t  have  the  needed 
processes  in  place.  We  brought  in  [business  consultan¬ 
cy]  TPI,  and  we  asked  them  to  scan  our  environment 
and  help  us  determine  bow  much  we  were  managing, 
bow  it  was  being  managed  and  what  our  options  were. 

TTie  conclusion  was  tjiat  we  were  carrying  too 
much  risk,  and  in  order  to  make  timely  changes,  we 
had  to  go  to  the  market,  we  had  to  outsource.  And 
during  the  assessment  process,  we  were  constamly 
communicating  with  employees  in  other  agencies, 
we  were  talking  with  agency  heads,  we  were  talking 
with  the  legislature,  we  were  informing  the  gover¬ 
nor’s  office  and  providing  ongoing  updates  about  the 
assessment.  As  we  began  to  develop  solutions,  we 
brought  the  agencies  in  to  help  us.  Those  employees 
helped  us  write  the  RFPs,  so  they  reflected  not  what 
[our  department]  thought  but  what  the  agencies 
thought  needed  to  be  fixed. 

In  July  you  wrote  In  a  bloc  that  “the  state  of  Georgia 
continues  down  Its  path  towardi  a  mature  technol¬ 
ogy  enterprise.”  How  wiH  you  know  whan  the  state 
has  achieved  that  vision?  When  we  can  see  where  aU 
the  technology  doUats  in  the  sute  ate  going,  when 
the  government  and  the  legislature  are  making  tech- 
ndogy  decisions  that  reflect  the  need  to  invest,  and 
when  we  have  more  customer-facing  applications  that 
allow  our  citizens  to  interfue  with  government  in  an 


Are  you  there  yet?  No.  The  next  five  years  is  how 
long  it  will  take  us  to  get  there.  We’ve  made  a  tremen¬ 
dous  amount  of  progress  in  the  past  few  years.  We 
still  have  a  long  way  to  go;  we  still  have  a  lot  of  train¬ 
ing  to  do.  We  have  a  lot  of  education  to  do  with  our 
other  stakeholders.  It’s  a  journey,  and  I  don’t  know  if 
it  ever  ends. 


-  Interview  Computerworld  contributing  writer 

Mary  K.  Pratt  (nurylipnitt@verizon.net) 


Our  award-winning  ESET  NOD32®  Antivirus  is  the  faster,  smarter,  easier-to-manage 
defense  against  Internet  threats.  With  a  unified  management  console  that  scales  to 
support  small  and  large  business  networks,  ESET  NOD32  delivers  advanced  proactive 
protection  for  all  your  endpoints,  whether  they  are  running  Windows,  Mac  or  Linux, 


Internet  Security 


IIIORIITONA.MAY 


As  data  growth 
I  outstrips  growth 
of  resources 
to  manage  it 
we  have  to  get 
better  at  what 
we  do. 


is  the  author  of 
The  New  Know: 
Innmation  Powered  by 
Analytics  and  executive 
director  of  the  IT 
Leadership  Academy 
at  Florida  State  College 
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Get  Ready  for  the 
Evolution  of  IT  Excellence 


IF  YOU'RE  in  rr,  you  can  relate  to  the  old  Pennsylvania  Dutch  saying, 
“The  hurrier  I  go,  the  behinder  I  get.”  Our  world  is  getting  crazy.  Re¬ 
searchers  warn  that  the  amount  of  information  we’re  responsible  for  will 
reach  35  trillion  gigabytes  by  the  end  of  this  decade  —  meaning  it  will 
grow  by  a  factor  of  44.  Meanwhile,  IT  head  count  is  forecast  to  expand  by 


1  (actor  of  just  1.4  riuriog  Ai 
according  to  IDC.  In  most  organizations,  IT  is 
responsible  for  designing  and  leading  the  proc¬ 
esses  whereby  all  of  that  information  is  rendered 
actionable,  and  it's  charged  with  monitoring  the 
mechanisms  that  ensure  that  information  assets 
ate  curated  with  appropriate  care  and  diligence.  If 
we  are  to  do  that  j^  —  indeed,  if  we  are  to  keep 
our  jobs  —  something  is  going  to  have  to  change. 
We're  going  to  have  to  get  an  order  of  magnitude 
better  at  what  we  do.  IT  excellence  has  to  evtdve. 

To  be  successful,  IT  executives  have  to  transit 
both  the  curve  of  the  presem  and  the  curve  of  the 
future;  that  is,  they  have  to  simultaneously  create 
the  new  and  manage  the  old.  They  have  to  operate 
simultaneously  in  at  least  three  fundamentally 
different  technology  rime  zones:  new  systems  about 
to  be  deployed,  existing  systems  in  production,  and 
older  systems  about  to  be  retired.  Sadly,  marry  IT 
workers  are  so  buried  with  the  work  that  must  be 
done  just  to  keep  the  lights  on  that  there's  no  time 
to  even  consider  the  learning  curve  associated 

As  I  have  repeatedly  said  on  these  pages,  the 
first  step  on  the  path  to  the  next  stage  of  IT  excel¬ 
lence  is  to  have  a  map.  In  the  popular  mind,  leader- 
drip  is  all  about  movement,  and  to  demonstrate 
movement,  you  need  to  establish  in  the  minds  of 
your  stakeholdets  where  you  are  now  and  where 
you're  going.  Whether  yrru  use  milestones  or 
■project  pebWes”  (that  is,  very  granular  day-to^lay 
metrics  that  tell  your  audienoe.  This  is  how  far 


ve  have  gone'O,  you  need  a  schema  that  docu¬ 
ments  that  progress  is  being  made.  Unfortunately, 
as  marry  as  60%  of  IT  shops  don’t  have  the  points 
of  reference  to  confidently  ask,  as  Ronald  Reagan 
didinr98o,“Areyoubetteroffthanyouwerefi)ur 
years  ago?”  When  asked  how  things  are  going, 
workers  chained  to  the  curve  of  now  can  only  gasp, 
“Busy,  very  busy,”  and  return  to  the  task  at  hand. 

RelatkHiships  Matter 

Having  a  map  is  just  the  beginning.  Career  autop¬ 
sies  of  failed  QOs  and  case  studies  celebrating 
IT  leadership  successes  highlight  the  importarree 
of  interpersonal  relationships.  Relationship 
management  is  a  white-hot  theme  in  manage¬ 
ment  literature  today.  Everyone  knows  that  all 
tire  great  leaders  have  a  great  hurnari  network 
backirigthem. 

But  not  all  relationships  are  created  equal. 
Stephan  Chase,  vice  president  of  customer  knowl- 
ed^  at  Marriott,  reminded  a  group  of  CIOs  at  the 
IT  Leadership  Academy  about  Aristotle’s  three- 
stage  hierarchy  of  social  interaction,  in  which  the 
most  basic  relationships  are  those  of  utility.  They 
are  superficial  and  contractual  “I  pay  you  to  do 
somethii^"  relationships.  Next  are  relatiCHiships 
of  pleasure:  There  is  utility  involved,  but  one  takes 
pleasure  in  the  company  of  the  other  patty.  The 
highest  fi>rm  involves  shared  virtue  and  is  achieved 
when  both  patties  have  an  authentic  conoetn  for  the 
needs  of  the  other.  If  you  can’t  build  shared-virtue 


YOUR 
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In  response  —  spurred  in  part  by  the  need  to  comply  with 

stricter  rules  and  regulations  —  organizations  ate  not  only  fihe 

ing  and  blocking  Web  sites  and  scanning  e-mail  Many  are  also 
watching  wbal  employees  post  on  social  networks  and  blogs. 

They’re  collecting  and  retaining  mobile  phone  calls  and  text 
messages.  They  can  even  track  employees’  physical  locations 
using  the  GPS  feature  on  smartphones. 

More  often  that  not.  IT  workro  ate  the  ones  asked  to  do  the 

digital  dirty  work,  primarily  because  they’re  the  people  with 

the  technical  know-how  to  get  the  job  done,  says  Nancy  Flynn, 

executive  director  of ’The  ePolicy  Institute,  a  Columbus,  Ohio- 
computer  usage  policies. 

Sutistics  are  hard  to  come  by,  but  Flynn  and  other  industry 

observers  agree  that  monitoring  and  sutveillarKe  are  becominj 
b^ger  part  of  ITs  job. 

Michael  Workman,  an  associate  professor  at  the  Florida 
Institute  of  Technology  who  studies  corporate  IT  security  and 
employee  behavior,  estimates  that  monitoring  responsibilities 
take  up  at  least  20%  of  the  average  IT  manager’s  time. 

Yet  most  IT  professionals  never  expected  they’d  be  asked  to 
police  their  colleagues  and  co^wotkers  in  quite  this  way.  So.  bo 

do  they  fed  about  this  growing  responsibility? 

Workman  says  he  sees  a  split  among 
tech  workers.  Those  who  specialize  in 

security  issues  feel  that  it’s  a  valid  part  of 

ITs  job.  But  those  who  have  mote  of  a  gen-  V.Ur|J* 

erato’s  role,  sudi  as  network  administra-  rraH 


IT  managers  interviewed  for  this  story 
bold  a  wide  variety  of  views,  ranging  from 
discomfort  at  bavii^  to  baby-sit  their 
co-workets  to  righteous  convictioiis  about 
the  need  to  protect  the  integrity  of  their 
companies' systems. 


Corporate 

Crackdown 


-rhe  RehKtant  Beat  cop 

Monitoring  employees  has  become  a  bigger 
part  of  IT’s  job  at  ENE  Systems  Inc„  an 

the  security  of  personal  dau  has  increased 

the  importance  of  monitoring  online  activ¬ 
ity,  says  Barry  Thompson,  network  services 
manager  at  the  $30  milikm  company, 
which  has  140  employees. 

Previously,  Thompson  checked  the  logs 
from  the  company’s  Microsoft  ISA  (In¬ 
ternet  Security  and  Acceferatioo)  Server, 
which  tracks  what  Web  sites  people  access, 
only  if  a  supervisor  suspected  an  employee 
of  violating  the  company’s  stated  policies. 

Now,  one  of  his  five  IT  staSers  regularly 
reviews  the  logs,  even  without  a  specific 
request ’That’s  all  he  does  for  one  day  a 


week,”  says  Thompson.  “He  goes  through  the  logs  to  see  if  there’s 
anything  in  there  that  needs  to  be  exposed  or  discussed."  Activity 
related  to  pom,  gambling  or  hate  spe^  automatically  raises  red 
flags,  be  says. 

’Thompson  and  his  staff  aren’t  exactly  comfortable  with  this 
task.  “We’re  IT  guys.  We’re  not  baby  sitters,"  he  says.  "It’s  a  dif¬ 
ficult  position  to  be  in,  but  it  does  come  with  the  territory." 

It  helps  that  his  IT  staff  isn’t  responsible  for  confronting  viola¬ 
tors,  only  finding  them.  If  a  problem  pops  up,  the  IT  staff  reports 

violatioo  to  the  employee’s  supervisor. 

He’s  like  the  neighborhood  beat  cop,  who  might  catch  kids 
stealing  from  the  comer  store  but  let  them  off  with  a  warning 
the  first  time.  “I  do  it  on  a  case-by-case  basis,  based  on  my  own 
gut  feeling  about  what  [the  violator  is]  telling  me,"  he  says.  Tm  a 
pretty  good  judge  of  whether  or  not  someone’s  lying." 

In  the  to  years  he’s  been  with  the  company,  ’Thompson  says,  he 
has  officially  reported  inappropriate  Internet  usage  to  a  supervi- 

The  reason  for  that  low  number?  “We  regularly  communicate 
to  the  rank-and-file  employees  that  all  Internet  access  is  moni¬ 
tored  and  logged,  so  they  know  they  are  being  watched," ’Thomp¬ 
son  says.  “In  my  view,  that  keeps  the  majority  of  peoffe  honest.” 

In  action  to  energy  and  automation 

systems,  ENE  offers  IT  services,  including 
.  Web  site  developinent  and  e-mail  Thomp- 

[(0  son  says  he’s  seen  increased  interest  in 

employee  monitoring  among  ENE’scustom- 
nivll  eis,  which  include  large  institutioassudi  as 

OKwearUIxinoii-  the  Boston  public  school  system  and  State 

snorefreqMndy  Street  Bank.  “More  and  more  fiequently. 

:theyTeil»|iMiisNn|  our  customers  want  to  know, ’What  was 

tynhenthaydoatt  that  guy  dou%  when  [his  computer]  got  that 

nlenxlMliai  employ-  virus?’ for  example,"  he  says. 

■nypoUes.  One  customer  put ’Thompson  in  an 

ethical  dilemma  when  it  asked  ENE  to 
secretly  install  SpectorSoft  Cotp.’s  surveil- 

lanoe  software  on  its  employees’ PCs. 

SpectcHSoft  records  evei^ing;  e-mails, 
IMs,  Web  site  visits  and  searches,  pro¬ 
grams  nm  and  files  trartsferred.  It  even 
logs  keystrokes  and  takes  screenshots. 

’The  owner  of  the  company,  a  land¬ 
scaping  firm,  wanted  ’Thompson’s  staff 
to  lie  if  emjJoyees  asked  what  they  were 
installing  on  the  PCs.  (Although  most 
companies  spell  out  monitoring  policies 
in  employee  manuals,  only  two  states  — 
Delaware  and  Connecticut  —  actually 
reqtrire  that  comparries  notify  employees 
that  they’re  being  monitored.) 

Thompson  refused.  “What  he  asked 
us  to  do  crossed  the  line."  he  says.  T  told 
him,  ’We’ll  install  the  software,  we’U  help 


Lotus  knows  you  can’t  truly 
appreciate  a  cloud  from 
behind  windows. 


<;FT  vni  IR  WFRCIT 

More  and  more  people  are  browsing  the  web  on  their  phones.  At  1&1,  you  get  the  software  you  need  to 
create  websites  that  are  optimized  for  mobile  viewing. 


y  Layouts,  designs  and  wizards  enhanced  for  the 


FREE  SOFTWARE* 


INCLUDED  WITH  1&1  HOSTING  PLANS.  CHOOSE  FROM: 

NetObjects  Fusion*  1»1  Edition  is  a  website  design  Adobe*  Dreamweaver*  CS4  is  a  sophisticated 
application  which  creates  sites  that  are  optimized  for  website  design  application  for  aeating  professional  web- 
mobile  viewing.  The  1&1  Edition  was  designed  specifically  sites.  Dreamweaver*  includes  the  Adobe*  (^ce  Central 
to  complement  1W  web  hosting  packages  and  includes  module,  enabling  web  designers  to  test  their  websites  on 
additional  mobile  templates  as  an  extra  bonus.  mobite  devices  by  emulating  the  latest  sinarfohon«. 


F  CTARTFD  TOnAV 


HURRY  -  OFFERS  END  10/31/2010! 


ALSO  ON  SALE: 

.us  domains  $0.99/first  year* 
.com  domains  $7.99/first  year* 

Visit  our  website  for  a  full  list  of  special  offers. 
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1&1 


www.1and1.com 
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y«i  use  the  software,  well  help  you  monitor  your  employees.  If 
somebody  does  something  wrong,  we  ll  help  you  collect  the  infbt- 

mation  to  6re  them.  But  we're  not  going  to  look  your  employees 
in  the  eye  and  lie  about  what  we're  doing.' " 

Thompson  says  the  customer  was  “a  bit  unhappy"  but  accepted 
his  position. 

The  Legal  Eagle 

"Daryl"  —  who  requested  armnymity  —  is  an  IT  manager  at  a 

industrial  manufacturer  in  the  U.K.  He  strongly  believes 
that  IT  has  the  tight,  and  the  duty,  to  monitor  employee  activity 
in  order  to  protect  the  interests  of  the  company. 

He  once  caught  an  employee  engaged  in  criniinal  activity  involv¬ 
ing  intellectual  property  that  could  have  resulted  in  a  big  financial 
loss  fm  the  company.  He  went  to  the  CEO,  and  the  employee  was 
dismissed.  The  emptoyer  didn't  press  charges,  however,  because  “it 
woukTve  been  embarrassing  for  the  company,"  Daryl  says. 

Daryl's  complaint  isn't  that  be  has  to  police  employees,  but 
that  he's  not  allowed  to  do  it  properly. 

His  graduate-level  college  studies  in  IT  security  and  forensics 

taught  him  how  to  properly  preserve  electronic  evidence  so  that 

it  is  admissible  in  U.K.  courts.  For  the  information  ftom  a  laptop 
to  be  admissible,  he  says,  the  hard  drive  needs  to  be  removed 

and  doned.  and  then  the  clone  is  examined  while  the  original 

evidence  is  left  untouched. 

But  his  bosses  aren't  interested  in  that  "The  process  my  manag¬ 
ers  want  roe  to  follow  is  inappropriate,”  he  says.  They  wairt  him  to 
skip  the  cloning  and  examine  hard  drives  directly.  “It's  highly  un¬ 
likely  that  they  would  ever  be  able  to  bring  a  successful  prosecu- 

tion  [because]  they  insist  on  using  a  practice  that  would  invalidate 
any  evidence  obuined,"  he  says. 

TheConsdentiousOlijector 

"Our  department  phUosophy  is  that  if  the  users  fear  us,  the  job 

gets  to  times  hardm,”  says  Dan  Olson,  IT  director  at  Farstad  Oil 
Inc,  a  Minot,  N.D,  company  with  500  employees.  "Feat  leads 
to  covetup  and  spin.  When  we  are  trying  to  6nd  [the  cause  of]  a 
problem,  what  we  need  is  the  truth." 

Fear  of  IT  used  to  be  a  problem  at  Farstad.  In  the  mid-1990s, 
after  an  employee  was  caught  ^tending  too  much  time  in  drat 
rooms,  IT  was  directed  to  monitor  employees  and  report  those  who 

did  non-work-related  activities  on  their  PCs. 

“We  had  never  agreed  to  that,  nor  were 
we  consulted  on  it,"  Olson  says.  He  mostly 
ignored  the  directive,  partly  because  it  was 
never  a  written  policy.  Nonetheless,  he  says.  , 

“the  next  two  years  were  miserable  for  pr],  UUl  QC| 

as  everyone  feared  that  we  would  assume  phHOSOPl 

theywereguiltyuntUproveninnocent."  iicor«foai 

At  one  poiirt,  management  became  con-  UScIsTCal 

cemed  thru  employees  were  using  instant  G[6tS  10  til 


Surveillance 
Done  Right 

Experts  recommend  taking  the  following  steps  to  ensure  that  »o 


wtai  employees  ate  and  are  not  allowed  to  say  and  do  via  e-mak  and 
on  the  iNeb.  Including  blogs  and  sodal  networks. 

■  B^MitlwradinrtHlilidllwnfcii.  Point  out  that  what 
employees  say  and  do  online  can  put  the  company  at  risk  legally,  lor 
exanpfe.  Alsn  state  spedlicalW  what  h  being  nxinitored  and  how.  and 
lay  out  the  consequences  of  violating  the  poUcy. 


IlM  Determine  who  should  report  the  violalion  and  to  whom,  how  it 
should  be  documented  and  who  vva  confront  to  the  violator. 

■  TiYloptlhtlf,ta|riaMhaaainn)waidipHtMwli 
inning  In  developing  and  enforcing  the  policy. 

IT  pcolessionah  should  renieinber  that  they're  being  monltofed,  too. 
“OT  staflersi  might  be  surprised  to  learn  that  sonieone  Is  watching  the 
watcher."  says  Urry  Ponernon,  founder  and  chairman  of  Ponetnon 
Institute  LU;  a  data  privacy  and  security  consulting  firtn^ 


their  mice  and  rpiickly  closing  windows  as  I  walked  by,”  says  Olson. 

That  fear  was  counterproductive,  he  says.  If  employees'  PCs 
caught  a  virus,  for  example,  he  had  trouble  getting  them  to  say 
what  they'd  been  dmtrg  or  what  Web  sites  they'd  visited. 

Shortly  thereafter,  Olson  persuaded  management  to  ease  the 
restriction.  "We  explained  that  we  wouldn't  'oe  watching  [workers] 
all  the  time.  We  would  only  check  the  logs  if  their  manager  com¬ 
plained  that  they  weren't  getting  their  work  done."  he  says. 

The  new  policy  has  made  for  much  better  working  relationsbips 
between  employees  and  the  IT  staff,  he  notes,  with  employees 

more  willing  to  inform  IT  promptly  about  technology  snafus  and 
IT  able  to  get  the  information  it  needs  to  remedy  the  problems. 

Get  used  tolt 

In  the  future,  companies  like  Farstad  that  have  policies  that  favor 
minimal  monitoring  are  likely  to  be  in  the  minority.  Observers 
say  IT  managers  can  expect  to  be  asked  to  lake  on  even  n»te 


ining  text  messages,  tracking  employees' 
whereabouts  via  GPS  or  monitoring  activity 
on  social  media. 

Will  IT  managers  resist  this  expansion  or 
chalk  it  up  to  just  doing  their  jobs? 

Florida  Institute  of  Technology's  Workman 
doesn't  envision  much  pushback.  “I  see  them 
doing  it,”  he  says,  “but  I  don't  see  them  being 
comjdetely  comfortable  with  the  practice  ♦ 
Harbtrt  is  a  Washington,  DC-based  writer 
specializing  in  technology,  business  and  public 


Ourdepartinent 
philosophy  is  that  if 
users  fear  us,  the  job 
gets  10  times  harder. 


While  you 

were  out..  .  If  you  miss  a  call,  you  miss  an 

opportunity.  With  Sprint  Mobiie  Integration  and  Global  MPLS, 
you’ll  have  one  number,  one  voicemail  and  one  easy  way 
to  control  mobile  usage.  Simplify  the  way  your  company 
stays  in  touch.  Make  it  easier  for  clients  to  reach  you. 

And  reduce  company  telecom  expenses.  Less  dialing, 
happier  clients.  Start  closing.  1-866-653-1056 
sprint.com/convergence 
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SNW,  in  conjunction  with  Computerworld  an6  the  Storage 
Networking  Industry  Association  (SNIA),  proudly  presents 
the  SNW  “Best  Practices”  Awards  Program.  This  program 
honors  IT  user  “best  practice”  case  studies  selected  from 
a  field  of  qualified  finalists. 


uHn  i^MPinawoiiLD 

Best  Practices 


The  finalists  in  each  of  the  following  categories  are; 

||||r  Pra^  in  BHify  EffldMcy,  CMm  Computinc  ami  tfw 

•  Avnet,  Inc,  Phoenix,  Arizona 

•  Credit  Solutions,  Daiias,  Texas 

•  King  County  -  Office  of  Information  Resource  Management  (OIRM), 

Seattie,  Washington 

•  NetApp,  Sunnyvaie,  Caiifornia 

•  The  College  of  Saint  Rose,  Albany,  New  York 

Best  Practices  in  Piamiing,  Designing  and  Building  a  Next  Generation 


The  SNW  “Best  Practices” 
Award  recipientsWUI  be 
honored  at  the  SNW  Fall  2010 
conference  in  Dallas,  Texas. 


Tliank  you  to  our  "Best  Practices” 
judges  for  SNW  Fall  2010: 

■  Wendy  Betts.  Norttieni  Trust 


•  Alder  Hey  Children's  Hospital,  Liverpool,  England 

•  AlphaSUfF,  Fort  Lauderdale,  Florida 

•  Clackamas  County,  Oregon  City,  Oregon 

•  Qualcomm,  San  Diego,  California 

•  Sheraton  Old  San  Juan  Hotel  A  Casino,  San  Juan,  Puerto  Rico 
Best  Practices  In  Storage  ItisHieiicy;  Data  Protection  and  Recovery 

•  Barclaycard  US,  Wilmington,  Delaware 

•  National  Cowboy  t  western  Heritage  Museum,  Oklahoma  Oty,  Oklahoma 

•  Poulin  Grain,  Newport,  Vermont 

•  Victoria  college,  Victoria,  Texas 

•  windcMrorthSherwood,  London,  England 

I  Best  Practices  in  Tedmology  Innovation  and  Promise 

•  American  Society  of  Health-System  Pharmacists,  Bethesda,  Maryland 
Garden  City  Co-op,  Inc,  Garden  City,  Kansas 
Oroville  HospiUI,  Oroville,  California 
Qualcomm,  San  Diego,  California 
TechniGraphics,  Inc.,  Wooster,  North  Dakota 

^  Best  Prices  ft)  VIrtualixation  and  Cloud  Computing 
Almaviva  Tele  Sistemi  Ferroviari  fTSF),  Rome,  Italy 
Applied  Materials,  Austin,  Texas 
Cartika  IT  Solutions  inc.,  Toronto,  Canada 
Gilbarco  veeder-Root,  Greensboro,  North  Carolina 
sprint  Overland  Park,  Kansas 


•  Dave  Stevens.  Carnegie  Mellon  University 

•  Rid(Villais.lDC 

•  BenWoo.lDC 


SPRING  2011 

To  nominate  a  case  Study  for  SNWrs 
Spring  20U  Best  Practices  Awards 
propam,  piease  visit  wwwjnwusaxoffl 
and  cikk  on  ttie  Awards  tab. 


Quick 

^STUDY 


4G  Wireless 


By  Russell  Kay 


WHEN  SMARTPHONES  came  into  wide  use 
for  Internet  access  and  data  transmis¬ 
sion.  consumers  and  carriers  quickly 
recognized  the  need  for  faster,  more 
reliable  wireless  data  networks  with  broader  geographi¬ 
cal  coverage.  The  current  mobile  telecommunications 
technologies,  collectively  known  as  3G.  for  third 
generation,  emerged  about  10  years  ago.  At  long  last, 
successor  technologies  are  now  entering  commercial 
service.  The  whole  idea  behind  4G  is  that  it  will  offer 
very  fast,  widely  available  broadband. 

The  two  main  4G  technologies  are  WiMax  and  Long 
Term  Evolution.  WiMax  is  a  wide-area  standard  from 
the  IEEE.  LTE  is  the  latest  standard  from  3GPP.  an  in¬ 
dustry  group  that  brought  out  the  earlier  3G  network¬ 
ing  technologies. 

Both  WiMax  and  LTE  use 

advanced  antenna  technol-  - 

ogy  to  improve  reception 
and  performance,  but  each 
uses  different  parts  of  the 
wireless  spectrum.  Neither 
will  operate  at  current  cell 

natively  supports  voice  trans¬ 
mission.  Therefore,  today’s  4G 
phones  must  include  a  3G  chip 
to  handle  voice  calls  and  enable 
roaming  between  carriers  and 
geographic  areas. 

As  of  last  month.  Sprint 
Nextel  Corp.  was  the  only  carrier 
offering  4G  service  in  the  U.S. 

To  deliver  that  service.  Sprint 
uses  WiMax  technology  on  the 
.Android-based  HTC  EVO  4G  and 
Samsung  Epic  4G  phones.  Verizon 
Wireless  has  said  that  it  expects  to 
ship  LTE  phones  by  mid-zoii. 

Different  providers  can  choose 


4G:  Who’s  Got  What? 

4G  service  is  currently  available  in  several  countries.  Japan.  Korea 
and  Russia  have  WiMax  networks,  and  a  commercial  LTE  network  is 
running  in  Sweden.  Here's  a  rundown  of  4G  plans  in  the  U.S. 

■  AT>T  Inc  plans  to  use  LTE  when  it  eventually  upgrades  to  4G  in 
201Lbulfornowit's  sticking  with  its  current  3G  network. 

■  verlion  tMnl«s  is  testing  LTE  equipment  from  several  ven¬ 
dors.  and  it  plans  to  begin  rolling  out  4G  this  year  and  to  cover  most 
of  the  country  by  Z012.  The  company  hasn't  announced  LTE  pricing. 

N  Sf(M  is  partnering  with  Oearwire  Corp.  to  offer  wiMax-based 
4C  service  in  nearly  50  major  U.S.  markets.  Oearwire/Sprint’s  4G 
plans  typically  include  unlimited  data  access,  whereas  most  3G  plans 
chatge  extra  for  downloading  more  than  5GB  per  month.  Clearwire- 
based  plans  are  commonly  $10  to  (20  per  month  cheaper  than  3G 
data  plans.  Clearwire  recently  announced  an  effort  to  roll  out  and  test 
systems  that  Incorporate  both  LTE  and  WiMax  technologies. 

■  THMMh  USA  is  launching  a  3G  variant  (sometimes  called  3.5G) 
in  too  U.S.  cities.  The  carrier  is  expected  to  offer  LTE  services  some¬ 
time  in  the  future,  but  it  has  not  set  a  specific  date  for  doing  so. 

N  IMnKSCRRHmicMlniMc.  plans  to  introduce  LTEIn  las 
Vegas  before  2011  using  a  dual-mode  36/LTE  phone  by  Samsung. 

■  u.5.C«Mar  will  probably  use  LTE  when  it  offers  4G  sendee,  but 
it  hasn’t  announced  a  schedule  tor  doing  so. 


different  4G  technologies,  but  their  offerings  typically 
provide  four  to  10  times  the  throughput  of  3G  networks. 
The  faster  downloads  and  better  streaming  of  4G 
accommodate  the  quality-of-service  and  rate  require¬ 
ments  for  existing  3G  applications  and  will  significantly 
improve  the  performance  of  demanding  applications 
such  as  video,  chat,  videoconferencing,  multimedia 
messaging,  networked  gaming  and  HDTV. 

In  the  future,  users  may  be  able  to  replace  their  home 
broadband  service  with  a  4G  service  that  could 
also  be  used  on  the  road.  It  might  be  cheaper 
have  WiMax  4G  service  rather  than 
ime  service  plus  a  3G  wireless  plan.  De- 
lopers  are  aiming  for  download  speeds 
f  looMbit/sec.  with  4G,  but  products 
apable  of  that  level  of  performance  prob- 
hly  won't  appear  for  a  few  years. 

One  eventual  goal  is  for  4G  to  enable 
pervasive  computing  —  currently  a 
hypothetical  cotKept  —  where  mul-* 
tiple  simultaneous  high-speed  network 

seamless  handoffs  throughout  a  geo¬ 
graphic  area.  ♦ 

Kay  is  a  Computerworld  contributing 
russfeaytgicharter.nef. 
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Congraliliions  to  our  Finalists 


SNW,  in  conjunction  with  Computerworld  an6  the  Storage 
Networking  Industry  Association  (SNIA),  proudly  presents 
the  SNW  “Best  Practices”  Awards  Program.  This  program 
honors  IT  user  “best  practice”  case  studies  selected  from 
a  field  of  qualified  finalists. 


The  finalists  in  each  of  the  following  categories  are: 

Best  Practices  in  Energy  Efficiency,  Green  computing  and  the  Data  Center 

•  Avnet,  Inc.,  Phoenix,  Arizona 

•  Credit  Solutions,  Dallas,  Texas 

•  King  County  -  Office  of  Information  Resource  Management  (OIRM). 

Seattle,  Washington 

•  NetApp,  Sunnyvale,  California 

•  The  College  of  Saint  Rose,  Albany,  New  York 

Best  Practices  in  Planning,  Designing  and  Building  a  Next  Generation 
Storage  and  Server  Infrastructure 

•  Alderney  Children’s  Hospital,  Liverpool,  England 

•  AlphaStaff,  Fort  Lauderdale,  Florida 

•  Clackamas  County,  Oregon  City,  Oregon 

•  Qualcomm,  San  Diego,  California 

•  Sheraton  Old  San  Juan  Hotel  &  Casino,  San  Juan,  Puerto  Rico 
Best  Practices  in  Storage  Resiliency,  Data  Protection  and  Recovery 

•  Barclaycard  US,  Wilmington,  Delaware 

•  National  Cowboy  g  Western  Heritage  Museum,  Oklahoma  City,  Oklahoma 

•  Poulin  Crain,  Newport,  Vermont 

•  Victoria  Collie,  Victoria,  Texas 

•  Winckworth  Sherwood,  London,  England 

Best  Practices  in  Technology  Innovation  and  Promise 

•  American  Society  of  Health-System  Pharmacists,  Bethesda,  Maryland 

•  Garden  City  Co-op,  Inc.,  Garden  City,  Kansas 

•  Oroville  Hospital,  Oroville,  California 

•  Qualcomm,  San  Diego,  California 

•  TecbniGraphics,  Inc.,  Wooster,  North  Dakota 

Best  Practices  in  Virtualization  and  Cloud  Computing 

•  Almaviva  Tele  Sistemi  Ferroviari  (TSP),  Rome,  Italy 

•  Applied  materials,  Austin,  Texas 

•  Cartika  IT  Solutions  inc.,  Toronto,  Canada 

•  Gilbarco  Veeder-Root,  Greensboro,  North  Carolina 

•  Sprint,  Overland  Park,  Kansas 


The  SNW  “Best  Practices” 
Award  recipients  wili  be 
honored  at  the  SNW  Fali  2010 
conference  in  Dallas,  Texas. 


Thank  you  to  our  “Best  Practices” 
judges  for  SNW  Fall  2010; 

■  Wendy  Betts,  NorUiern  Trust 

•  Derek  Hulitzky.  IDG  Enterprise 

•  Lucas  Mearian,Compuler»iorld 

•  Elvin  Peterson,  sc  Johnson 

•  Dave  Stevens,  Carnegie  Mellon  University 


SNW 

SPRING  2011 


To  nominate  a  case  study  for  SNWs 
Spring  20U  Best  Practices  Awards 
program,  please  visit  www.snwusa.com 
and  click  on  the  Awards  tab. 
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HARDWARE 


Protect  Company  Data 

Regardless  of  wbat  a  company 
plans  to  do  with  its  old  equip¬ 
ment  and  whether  it  contracts 

with  a  service  provider,  the  first 
step  on  the  toad  to  disposal  is  to 
protect  corporate  infewmation 
by  removing  all  data  from  hard 


DO  matter  what  we’re  planning 
to  do  with  them,"  says  Sharon 
Dorsey,  senior  director  of  infor¬ 
mation  resources  at  Marriott 

Internatiooal  Inc.’s  technology 
sourcing  and  life<ycle  manage¬ 
ment  group.  There  are  plenty  of 
off-the-shelf  programs  that  will 
wipe  hard  drives,  but  Dorsey 
recommends  using  products 
that  adhere  to  U.S.  Depart¬ 
ment  of  Defense  standards  for 
daU  cleansing.  “The  minimum 
[number  of  wipes]  for  DOD 
standards  is  three,  but  seven  is 
optimal,"  she  says. 

Even  though  data  removal  is 
part  of  the  package  offered  by 
disposal  service  piovideis  that 
Marriott  contracts  with  around 
the  woild,  Dotsey’s  team  still 
wipes  drives  before  they  leave  the 
company  “as  an  extra  step  to  limit  risk,"  she  says. 

Protect  the  Environment 

IT  employees  at  Marriott  may  take  a  first  pass  at  wi 


In  the  U5.,  Marriott  uses  Intecbra  Group  LLC. 


“There’s  no  way  1  want  a 
Marriott  asset  disposed  of  inap¬ 
propriately  against  local  or  state 
laws  and  regulations.  There’s  en¬ 
vironmental  risk,"  Doisey  says. 

“A  company  like  Marriott,  with 

3,400  locatioDS  in  68  countries, 
doesn’t  have  the  manpower  to 
do  this.  Most  <rf  the  [disposal] 
companies  we  deal  with  ate 
large  and  have  a  presence  not 
only  in  the  US.  but  outside  rf  it, 
too,  and  they  stay  current  with 
the  local  regulations.” 

For  smaller  companies  that 
operate  only  in  the  U.S.,  en¬ 
suring  that  assets  ate  properly 
recycled  is  an  easier  process, 
because  there  ate  fewer  con¬ 
flicting  regulations  aitd  there 
is  less  equipment  to  deal  with. 
Still,  it’s  essential  to  monitor 
the  process,  particularly  for 
companies  that  have  green 
reputations  to  maintain. 

Companies  that  use 
outsourcers  need  to  be  sure 
that  the  service  providers  ate 
recycling  and  disposing  of  com¬ 
ponents  property.  According 
to  the  Basel  Action  Network, 
which  focuses  on  issues  of 
glohal  ewaste,  as  much  as  80% 
of  electronics  that  are  collected 
to  be  “recycled’’ actually  end  up  on  barges  hound  for 
countries  like  China,  Vietnam,  Nigeria,  Ghana  and 
India.  Typically,  the  e-waste  sits  in  landfills,  sinoe  many 
of  those  countries  don’t  prohibit  such  practices. 

'  To  help  prevent  that  kind  of  behavior,  the  Basel 

Action  Network  o&rs  certification  through  its 
e-Stewards  program  to  help  identify  service  provid¬ 
ers  that  responsibly  recycle  and  reuse  electronics. 

Some  companies  as  far  as  tracking  the  disposal 


VouiNidaiiartiier 
kithbybecaiife 
getting  harder 
and  harder. 

MKHAU  LCCHKR,  MANAGING 
DIRECTOR  OF  PROJECT  SERVICES. 
PRICEWATERHOUSECOOPERS  LLP 


wehawea 
nnHandfill 
poHcVyandwetake 
the  long  view  on 
reccing. 

ilM  gROWNp  SENIOR 
VICE  PRESIDENT.  CITIGROUP  INC. 


If  you’re  dealing 
with  thousands 
ofcomputersy 
[retiring  equipment 
in-house]  is  hard. 

ADAV  QUINN,  MANAGER  OF 
IT  SUPPORT.  SEVENTH  GENERATION  INC. 


26  CONPNTMWONLV  OCTOIER  II. 


process,  even  when  it’s  being  handled  by  a  trusted  third  party. 
Financial  services  company  Citigroup  Inc.,  for  example,  has  a 
variety  of  disposal  methods  for  the  IT  equipment  us^  by  its 
300,000  employees  around  the  world. 

If  an  aging  system  isn’t  recovered  for  reuse,  and  if  resale  isn’t 
an  option,  the  equipment  will  be  “demanufactured"  by  one  of  the 
company’s  three  main  outsourcers,  explains  Jim  Brown,  senior 
vice  president  responsible  for  desktop  asset  management  at  Citi. 

Brown,  udio  is  based  in  St.  Louis,  says  he  works  closely  with  his 

providers  to  understand  exactly  _ _ 

where  all  of  the  materials  in  H 

discarded  equipment  end  up. 

They  tell  us  where  the  metals 

to  this  plastics  company.  Some 
of  it  goes  to  Trex,  which  makes 
plastic  boards,  some  of  it  is  used 
to  make  pontoons  on  docks,” 


TOUGH  QUESTION  »5 


ning  to  the  end  —  not  only  the  hardware,  but  the  [vendors]  you’re 
purchasing  the  hardware  from;  Are  they  being  green?”  she  says. 
"Apple  until  very  recently  was  behind  the  game,  for  example,  and 
now  they’re  ahead  of  it.” 

If  the  systems  are  going  to  be  repurposed,  the  company  wipes 
away  the  data,  cleans  up  the  machines  and  reimages  them  with 
the  software  they  came  from  the  factory  with,  explains  Adam 
Quinn,  manager  of  IT  support  at  Seventh  Generation. 

Seventh  Generation  does  all  of  the  retiring  of  equipment  itself. 

Since  the  company  has  only 
about  100  employees,  that’s 
not  such  a  daunting  task.  "If 
you’re  dealit^  with  thousands 


HOW  DOES  AN 
ENTERTAINMENT  GIANT 
CONTROL  WEB  2.0 
APPLICATION  USAGE? 


its  advantages.  Citigroup, 
for  example,  leverages  its 


ment  disposal  in  their  bur^s, 
so  the  mote  they  can  reuse 
within  their  departments,  the 
less  they  have  to  pay. 

Brown  established  a  central¬ 
ized  system  whereby  the  dispos¬ 
al  outsourcer  pays  Citigroup  re- 
siduals  on  the  components  that 


SONICWALL 

THE  ENTERPRISE 


ties  —  plastics,  some  precious 
metals  and  paper.  Last  year. 
Brown  says,  those  payments 
more  than  cowered  the  cost  of 
disposal  and  actually  became  a 


leed  to  be  mindful  of  not  jus 
he  recycling  and  diqrosal 
irocess,  but  of  the  entire  lifo 


Consider  the  Repurpose  Route 

As  part  of  its  IT  equipment  purchasing  process.  Seventh 
Generation  Inc.,  a  maker  of  green  household  and  personal-care 
products,  considers  whether  IT  equipment  can  be  recycled  and 
the  enviKMimental  impact  of  the  process  the  vendor  used  to 
manufacture  the  system,  says  NarKy  Stoddard,  vice  president  of 
IT  at  the  Burlington,  Vt.-based  compatty. 

“People  need  to  think  about  the  whole  [^ture,  from  the  begin- 


- - - ^  Workforce  Inc.,  to  dispose 

of  whatever  equipment  isn’t 

passed  along  to  schocd  systems.  At  no  cost  to  Indiana,  these 

corrqranies  [sck  up  old  IT  equipment,  disassemble  it,  sell  what 

can  be  sold  and  recycle  the  test  —  but  they  don’t  share  any  of  the 

proceeds  from  sales  with  the  state  either,  says  Baltzell. 

As  complicated  as  the  process  of  properly  retiring  old  hardware  is, 
h’s  important  to  spend  the  time  arrd  money  hguting  out  what  works 
best  for  your  company.  "Over  the  last  cotqie  years,  it’s  become  a 
bigger  d^”  Lechner  says,  "arrd  we’re  getting  better  at  it”  • 

eamtsoa  is  a  fnekmce  writer  in  the  Woshiitgton,  D.C„  tneo. 


The  Altamonte  Springs 
water  tank  data  center: 
Wings  were  added  to  each 
side,  one  for  networking 
equipment,  the  other  for 
administrative  offices. 


By  building  a  hurricaneproof  data 
center  in  a  water  tank,  a  Florida  city 
saw  its  problems  with  downtime 
evaporate  and  the  savings  pour  in. 

By  Lucas  Mearian 


Coni{>aied  with  the  old  setup,  the  new 
infrastructure  offers  improved  uptime  and 
superior  disaster  recovery  capabihties. 

Anthony  Apfelback,  the  fire  marshal 
and  building  official  for  Altamonte 
Springs,  says  the  upgrade  not  only 
eliminated  recurring  intranet  downtime, 
but  also  allowed  his  department  to  roll 
out  several  new  applications  that  automated  the  permit-issuing 
process,  reducing  labor  costs. 

“Before,  it  was  constant  downtime.  We  would  lose  out  network 
system  for  a  day  and  sometimes  two  days,"  he  says.  “Since  Larry 
came  in,  it's  been  night  and  day.  Every  aspect  of  the  system  has 
improved  dramatically.  We’ve  had  no  downtime." 

Bob  LaUberte,  an  analyst  at  Enterprise  Strategy  Group,  says 
that  for  state  and  local  governments  strapped  for  cash,  using  ex- 


didn't  begin  easily.  In  2003,  only  three  days 
aiW  DiGm^  OK^ved  front  New  York  ns  Fk»ida 
to  start  his  Aharoonte  Springs  IT  job,  the  city’s 
netwoik  engineer  walked  up  to  him  and  said, 
“We’ve  just  lost  everything.  All  the  Novell 
servers,  the  Novell  clusters,  the  backup,  the 
SAN.  Everything’s  gone,”  he  recalls. 

The  city’s  only  backup  consisted  of  a 
server  running  Veritas  Backup  Exec  to  a 
Spectra  Logic  ATT-^  upe  library.  “Tapes  are 
unreli^le DiGioia  says.  “Disaster  recovery 
was  nonexistent.  It  consisted  of  backup 
tapes  in  a  box.’’ 

Over  a  two-and-a-half  week  period, 

of  the  city's  data  off  the  backup  tape,  but  a 
signiffcant  amount  was  lost. 

Things  didn’t  get  better  after  that. 

In  2004,  Altamonte  Springs  was  hit  by 
Category  3  and  4  hurricanes  Charley, 
Frances  and  Jeanne.  City  Hall  and  the  data 
center  within  it  were  constructed  to  resist 
Category  1  hurricanes.  To  safeguard  the 


AtaCfance 
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Backups  are  kept  on  disk  for  30  days  arid 
then  overwritten,  and  tape  is  no  longer 
used.  Documents  are  archived  on  optical 
disc  and  tnicroBIm. 

Choosing  a  Partner 

DiGioia  says  he  selected  Xiotech  Corp. 
as  his  SAN  vendor  because  its  previous 
service  on  technology  the  city  owned  bad 
been  outstanding,  and  other  vendors, 
including  Hewlett-Packard  and  Dell,  didn't 
seem  interested  in  an  operation  as  small  as 
his.  DiGioia  says  he  also  looked  into  using 
NetApp  but  felt  it  couldn't  oSer  the  level  of 
service  Xiotech  could. 

IXGioia  says  Xiotech  demonstrated  that 
it  was  “interested  in  the  long  haul”  rather 
than  “a  hit-and-run”  at  Ahamonte  Springs. 
“Xiotech  was  extremely  responsive  to  us. 

I  have  access  to  the  right  people,"  he  says. 
~I've  never  had  a  problem  with  the  device 
as  a  whole,  and  everything  was  always  a 
smooth  transition  with  them.” 


IT  equipment,  everything  had  to  be  packed  for  each  storm  and 
placed  into  storage  units  until  the  storm  passed. 


”We  literally  had  to  dismantle  everything.  It  was  a  horrible 
experience.  The  emergency  operation  center  was  shut  down  also 
because  there  wasn't  infrastructure  in  place  to  support  Internet 


that  would  include  a  separate  disaster  recovery  facility,  keep  criti¬ 
cal  backup  data  online,  and  support  recovery  point  and  recovery 
time  objectives. 

The  water  tank  just  seemed  like  a  logical  site,  he  says.  It  had 
been  decommissioned  a  lew  years  back  and  was  built  like  a  fortress. 

Fust,  DiGioia  got  buy-in  from  Altamonte  Springs'  political 
ieadets.  The  city  then  commissioned  the  construction  of  two 
buildings  on  either  side  of  the  water  tank;  one  wing  now  houses  the 
networking  equipment  and  the  other  has  administrative  offices. 

In  the  old  data  center  in  Qty  Hall,  the  networking  infrastruc¬ 
ture  consisted  of  point-to-point  Ti  lines  over  copper  wire  to  i6 
facilities,  such  as  the  police  department  and  public  works  offices. 
For  the  new  data  center,  the  city  ran  dark  fiber  (imused  optical 
fiber  that  can  be  tapped  into  if  necessary)  to  the  same  frKilities; 


1  n  order  to  meet  recovery  objectives  for  city's  various  depart¬ 
ments,  DiGioia  met  with  each  of  them,  determining  their  indi¬ 
vidual  needs  and  tweaking  systems  to  meet  those  needs. 

The  new,  more  highly  automated  infrastructure  enabled  the 
city  to  set  up  an  online  IT  help  desk,  which  is  able  to  provide 
instant  feedback  on  department  service  requests  along  with  esti¬ 
mated  times  for  ticket  completions.  ”Before,  we'd  have  problems 
and  submit  them  and  they'd  get  lost."  Apfelback  says. 

The  new  data  center  also  meant  the  fire  department's  and 
building  office's  Web  sites  and  intranet  would  no  longer  experi¬ 
ence  three-to-frwr-day  outages  every  month.  With  the  increased 
bandwidth  and  reliability,  DiGioia's  office  was  also  able  to  launch 
a  new  online  building-permitting  and  inspection  request  system. 
Handling  1.100  to  1,400  inspection  requests  and  up  to  250 
permit  inquiries  each  month,  the  new  online  application  system 
has  streamlined  how  customers  submit  and  track  their  requests. 

"For  our  customers,  they  can  go  on  online  24/7. 365  days  a  year 
and  request  inspections  and  see  the  sUtus  of  their  inspections,” 
Apfelback  says.  “It's  really  brought  us  into  the  next  century  and 
where  we  need  to  be  from  a  customer  service  standpoint,  both 
internally  and  externally."  « 
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isting  infrastructure  or  sharing  facilities  with  surrounding  com¬ 
munities  is  a  practical  step.  "Everyone's  looking  to  find  newer, 
greener  ways  of  building  data  centers  and  looking  at  the  natural 
landscape  to  do  that.  "  he  says. 

Altamonte  Springs  isn't  the  only  place  where  you'll  find  data 
centers  that  take  advantage  of  existing  or  natural  structures. 
Information  management  service  provider  Iron  Mountain  planted 
its  main  data  center  2i  stories  undeiground  in  an  abandoned 
limestone  mine,  for  example.  Data  centers  have  also  been  located 
in  shipping  containers  and  former  nuclear  bunkers  —  there's  even 
one  in  an  old  bomb  shelter  under  Uspenski  Cathedral  in  Finland. 


A  Rocky  Start 

The  water  tank  idea  had  its  merits,  but  the  city's  journ 
optimized  data  center  with  a  solid  disaster  recovery  infr 
didn't  begin  easily.  In  Z003,  only  three  days 
after  DiCioia  moved  from  New  York  to  Florida 
to  start  his  Altamonte  Sprii^  IT  job.  the  city's 
network  engineer  walked  up  to  him  and  said. 

“We've  just  lost  everything.  All  the  Novell 
servers,  the  Novell  clusters,  the  backup,  the 
SAN.  Everything's  gone,"  he  recalls. 

The  city's  only  backup  consisted  of  a 
server  running  Veritas  Backup  Exec  to  a 
Spectra  Logic  AIT-3  tape  library.  "Tapes  are 
unreliable,"  DiGioia  says.  "Disaster  recovery 
was  nonexistent.  It  consisted  of  backup 


I  leased  dark  fiber  from  sum 


stance  for  ( 


ountygoveri 


At  a  Glance 


DiGioia  and  his  team  also  rolled  oui  \  Mware  ESX  server  soft 
ware  and  reduced  the  physical  server  count  from  80  boxes  to  u 
Dell  ((uad<orcs  running  30  virtual  machines.  The  servers  were 
configured  to  boot  from  the  SAN. 

In  the  main  data  center,  the  city  uses  CominVault  Simpana 
software  to  back  up  10  a  Xkitech  Emprise  7000  SAN.  Xiotech's 
TimeScale  continuous  data  protection  (CDP)  sysxem  is  then  used 
to  replicate  iliat  SAN  to  another  Xiotech  7000  SAN  at  the  city's 
disaster  recovery  site.  Each  of  the  SANs  has  isTB  of  capacity. 
Xiotech  's  ICON  Manager  interface  gives  tlie  IT  team  a  single 
point  of  management  for  alluf  its  storage  activities. 

"  rhc  SAN  is  mirrored,  everything’s  virtualized,  we  have  CDP." 
DiGioia  says.  "It  s  |usi  a  night-and-day  experieiKe." 

Backups  are  kept  on  disk  for  30  days  and 
then  overwritten,  and  tape  is  no  longer 
used.  Docniments  arc  archived  on  optical 


prajcct  chainplwi:  Larry  DiGioia. 


Sheaf  IT  daniitiiwma  10  staffers 


Over  a  two-and-a-half  week  period. 

DiGioia  says,  he  was  able  to  recover  most 
of  the  city's  data  off  the  backup  tape,  but  a 
significant  amount  was  lost. 

Things  didn't  get  better  after  that. 

In  Z004,  Altamonte  Springs  was  hit  by 
Category  3  and  4  hurricanes  Charley, 

Frances  and  Jeanne.  City  Hall  and  the  data 

Category  i  hurricanes.  To  safeguard  the 
IT  equipment,  everything  had  to  be  packed  for  each  storm  and 
placed  into  storage  units  until  the  storm  passed, 

“We  literally  had  to  dismantle  everything.  It  was  a  horrible 
experience.  The  emergency  operation  center  was  shut  down  also 
because  there  wasn't  infrastructure  in  place  to  support  Internet 
access  during  a  storm."  DiGioia  says. 

He  decided  it  was  time  to  build  a  better  infrastructure,  one 
that  would  include  a  separate  disaster  recovery  facility,  keep  criti¬ 
cal  backup  data  online,  and  support  recovery  point  and  recovery 
time  objectives. 

The  water  Unk  just  seemed  like  4  logical  site,  he  says.  It  had 
been  decommissioned  a  few  years  back  and  was  built  like  a  fortress. 

First.  DiGioia  got  buydn  from  Altamonte  Springs'  political 
leaders.  The  city  then  commissioned  the  construction  of  two 
buildings  on  either  side  of  the  water  tank;  one  wing  iww  houses  the 
networking  equipment  and  the  other  has  administrative  offices. 

In  the  old  data  center  in  City  Hall,  the  networking  infrastruc¬ 
ture  consisted  of  point-to-point  Ti  lines  over  copper  wire  to  i5 
facilities,  such  as  the  police  department  and  public  works  offices. 
For  the  new  data  center,  the  city  ran  dark  fiber  (unused  optical 
fiber  that  can  be  tapped  into  if  rvecessary)  to  the  same  facilities; 


■  mtadc  Converting  a  water 

tank  into  a  dau  center  cost  the  city  less 
than  U  million  and  took  a  UMe  more 
than  a  year  and  a  half.  The  team  finished 
last  fall.  The  two  SANs  cost  *250.000; 


,  or  t«0,000  total;  and  refur¬ 
bishing  the  water  tank  cost  $1 J  million. 
The  new  data  center  is  hurricaneproof 


Choosing  a  Partner 

DiGioia  says  he  selected  Xirneth  Corp. 
as  his  SAN  vendor  because  its  previous 
service  on  technology  the  city  owrted  had 
lieen  outstanding,  and  other  vendors, 
including  Hewlett-Packard  and  Dell,  didn't 
seem  interested  in  an  operation  as  small  as 
his.  DiGioia  says  he  also  looked  into  using 
Net  App  but  felt  it  couldn't  offer  the  level  of 
service  Xkitech  could. 

DiGkiia  says  Xiotedi  deiiKinstrated  that 
it  was  'interested  in  tire  long  haul"  rather 
than  "a  hit-and-run "  at  Altamonte  Springs. 

extremely  responsive  to  us. 
to  the  right  people.”  he  says. 
"I've  never  had  a  problem  with  the  devk'c 
as  a  wIkiIc.  and  everything  was  always  a 
smooth  transition  with  them." 

In  order  to  meet  recovery  objectives  for  city's  various  depart¬ 
ments,  DiGioia  met  with  each  of  them,  determining  their  indi¬ 
vidual  needs  and  tweaking  systems  to  meet  those  needs. 

The  new.  more  highly  automated  infrastructure  enabled  the 
city  to  set  up  an  online  IT  help  desk,  which  is  able  to  provide 
instant  feedback  on  department  service  requests  along  with  esti¬ 
mated  times  for  ticket  completions.  "Before,  we'd  have  problems 
and  submit  them  and  they'd  get  lost,”  Apfelback  says. 

The  new  data  center  also  meant  the  fire  department's  and 
building  office's  Web  sites  and  intranet  would  no  longer  experi¬ 
ence  three-to-four-day  outages  every  month.  Witli  the  increased 
bandwidth  and  reliability.  DiGioia's  office  was  also  able  to  launch 
a  new  online  building-permitting  and  inspection  request  system. 
Handling  1,100  to  1.400  inspection  requests  and  up  to  250 
permit  inquiries  each  month,  the  new  online  application  system 
has  streamlined  how  customers  submit  and  track  their  requests. 

"For  our  customers,  they  can  go  on  online  24/7, 365  days  a  year 
and  request  inspections  and  see  the  status  of  their  inspections,” 
Apfelback  says.  “It's  really  brought  us  into  the  next  century  and 
where  we  need  to  be  from  a  customer  service  standpoint,  both 
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complicated  company.  We  don’t  have  i  segment  those  resources  and  place  access  Our  quadrant  identification  exercise  is 

a  storefront,  we’re  not  a  sohware-as-a-  controls  (like  a  firewall)  to  limit  access  just  the  beginning,  and  further  refine- 


service  or  cloud  provider,  and  we  don’t 
have  a  decentralized  business  model  or 
any  other  risky  situations  to  warrant  a 
complex  network  segmentation  model.  1 
want  to  keep  the  architecture  uncompli¬ 
cated,  serving  the  simple  goal  of  protect¬ 
ing  the  company’s  assets  while  providing 
entities  with  transparent  access.  You’re 


from  one  tier  to  another.  For  example, 
best  practices  dictate  that  in  a  produc¬ 
tion  environment,  Web  servers  should 
normally  never  directly  communicate 
with  database  servers.  We  also  identified 
a  development  and  QA  network  that  is 
further  protected  from  the  production 


ment  will  be  necessary.  Once  that  is 
completed,  we  will  start  to  evaluate  tech¬ 
nologies  for  their  compatibility  with  our 
segmentation  model,  while  taking  into 

budget  and  resources. 

How  about  you?  Do  you  have  a  NAC 
success  story?  Let  me  know.  • 

This  week’s  (oumol  is  written  1^  o  leol 
security  muniiger.  “Mathias  Thurman,” 
whose  name  and  employer  have  been  aisguised 
for  obvious  reasons.  Contact  him  at  mathias_ 
thurman@yahoacom. 


I  have  a  simple  goal:  To  protect  company  assets 
while  providing  transparent  access. 
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Keeping  Things  Simple  for  NAC 

The  first  step  toward  deployment  of  network  access  control 
is  to  set  up  a  network  segmentation  model. 


-J- •WimmWKDnet.wk  access 
■  conmJ  several  times  in  this 
I  column  over  the  past  few  months. 
I  If  you’ve  been  following  along,  you 
.L  know  that  I  lile  the  functionality 
it  offers  but  am  leery  of  the  difficulty 
and  cost  of  deploying  it,  as  well  as  tte  re¬ 
sources  retjuiied  to  manage  it  properly. 

What  we  stand  to  gain  with  NAC 
finally  seems  to  outwe^  the  drawbacks, 
so  I’ve  decided  to  begin  the  groundwork 
fat  a  NAC  deployment.  To  that  end,  I’ve 
been  holding  weekly  meetings  with  our 
network  and  security  operations  team  to 
develop  a  network  segmentation  model, 
which  is  pretty  much 
a  mandatnry  precuisor 
to  a  successful  NAC 
deployment. 

From  a  network  point 
of  view,  ours  is  not  a  very 
complicated  company.  We  don’t  have 
a  storefront,  we’re  not  a  softwaie-as-a- 
service  or  cloud  provider,  and  we  don’t 
have  a  decentralized  business  model  or 
any  other  risky  situations  to  warrant  a 


want  to  keep  the  architecture  uncompli¬ 
cated,  serving  the  simple  goal  of  protect¬ 
ing  the  company’s  assets  while  providing 
entities  with  transparent  access.  You’re 


probably  wondering  why  I  used  the 
word  “entities’’  instead  of  “users.”  It’s 
because  with  NAC,  you  have  to  take  into 
account  not  only  human  users,  but  also 
servers  and  peripherals  such  as  printers, 
plotters,  cameras,  alarm  systems  and 
other  devices  that  can  talk  some  form  of 

For  the  sake  of  simplicity,  then,  we 
decided  to  create  four  quadrants:  the  data 
center,  outside  the  data  center,  untrusted 
entities  and  ^iecial  nets. 

The  Four  Quadrants 

Let’s  start  with  the  data  center.  We 
defined  three  tiers 
within  it  that  should 
befemiliartoyou: 

Web  tier,  application 
tier  and  database  tier. 
The  idea  is  that  we  will 
segment  those  resources  and  place  access 
controk  (like  a  firewall)  to  limit  access 
from  one  tier  to  another.  For  example, 
best  practices  dictate  that  in  a  product 
tion  environment,  Web  servers  should 
normally  never  directly  communicate 
with  database  servers.  We  also  identified 
a  development  and  QA  network  that  is 
further  protected  from  the  production 
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I  have  a  simple  goal:  To  protect  company  assets 
while  providing  transparent  access. 


Trouble 

Ticket 


The  “outside  the  daU  center”  quadrant 
comprises  trusted  entities  that,  vvhile 
not  part  of  the  data  center,  have  a 
relationship  with  it:  employees,  printers, 
wireless  access  points  and  so  on.  Some 
of  our  entities  do  not  meet  the  criteria 
to  be  in  this  quadrant  because  they  are 
untrusted. 

Untrusted  entities,  constituting  the 
third  quadrant,  are  deemed  to  pose 
threats  to  the  company  and  include  un¬ 
patched  resources  and  vendor  representa¬ 
tives  who  come  into  the  office  to  demo 
their  products.  For  example,  we  have  a 
slew  ^  pesky  engineering  servers  that 
have  been  added  to  the  exception  list  for 
patches  arrd  antivirus  software.  They  are 
untrusted  for  good  reason,  since  they 
account  for  almost  8o%  of  our  security 
incidents.  For  them,  we  are  creating 
stringent  access  rules  that  will  be  de¬ 
signed  to  prevent  infected  resources  from 
impacting  the  pitxluction  environment. 

The  special  net  quadrant  includes 
the  monitoring  and  security  networks, 
which  need  very  broad  and  unfettered 
access  to  all  qu^ants.  We  may  also 
include  in  this  quadrant  peripherak  such 
as  cameras  and  alarm  systems  that  need 
access  but  can’t  identify  themselves  in  an 
intelligent  marmer. 

Out  quadrant  identification  exercise  is 
just  the  beginning,  and  further  refine¬ 
ment  will  be  necessary.  Once  that  is 
completed,  we  will  start  to  evaluate  tech¬ 
nologies  for  their  compatibility  with  our 

account  our  corporate  infrastructure, 
budget  and  resources. 

How  about  you?  Do  you  have  a  NAC 
success  story?  Let  me  know.  * 

This  week’s  joumrl  is  uiritlen  by  a  real 
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Multiple-Biometric  IDs: 
Dream  or  Reality? 


India’s  unique 
ID  system  will 
rely  on  the 
world’s  largest 
database  of 
individuals. 


Bart  Perkins  is 

managing  partner  at 
Louisville.  Ky.-based 
Leverage  Partners 
Inc.,  vrhich  helps 
organizations  invest 
well  in  IT.  Contact 
him  at  BartPerkins® 
LeveragePartners.com. 


A  UBIQUITOUS  IDENTIFICATION  system  based  on  multiple  biometrics 
has  until  now  existed  only  in  Hollywcxxl  movies.  Today,  India  is  at¬ 
tempting  to  make  it  a  reality.  Can  the  Indians  pull  it  ofiF? 

The  Unique  Identification  Authority  of  India’s  Aadhaar  pro¬ 


gram,  referred  to  as  UID,  will  provide  identity 
cards  for  that  nations  i.a  Inllion  citizens.  India’s 
government  now  issues  multiple  special-purpose 
IDs,  including  a  Permanent  Account  Number 
for  income  tax  transactions,  an  Electors  Photo 
Identity  Card  for  voting,  ration  cards,  health 
care  cards,  driver’s  licenses  and  passports.  The 
Uip  will  eventually  replace  all  of  those.  ’The  UID 
system  will  ptrxess  hundreds  of  thousands  of 
identity  validation  requests  each  second,  against 
the  world’s  largest  database  of  individuals. 

It’s  a  huge  project,  with  an  estimated  cost  of 
$2.2  billion  to  $4.4  billion. 

The  UID  will  use  multiple  types  of  Immetric 
data  for  identification,  including  retina  scans, 
fingerprints  for  all  to  fingers,  and  miUtiple  facial 
images.  The  system  is  so  complex  that  no  single 
company  has  all  the  required  skills  to  develop  it. 

A  consortium  of  Accenture,  MindTree  (India), 
Daon  (Ireland),  and  Neurotechnology  (Lithuania) 
designed  the  biometric  data  capture,  categoriza¬ 
tion,  storage  and  retrieval  processes. 

The  UID  will  yield  significant  benefits.  Indians 
will  need  only  one  ID  document  for  government 
services,  banking  and  more.  This  is  especially 
important  for  India’s  poor,  many  of  whom  can’t 
access  needed  services  because  they  can’t  prove 
their  identity.  Moreover,  the  government  expects 
to  save  $4.3  bilUon  annually  with  UID.  By  cross- 
referencing  current  systems  and  deduplicating  da¬ 
tabases,  the  government  expects  fraud  to  decline 
tremendously.  The  system  will  also  reduce  admin¬ 
istrative  costs  associated  with  issuing  multiple  IDs 
and  maintaining  incompatible  ID  systems. 


Critics,  though,  point  to  technological  dithcul- 
ties,  compounded  by  sexial  and  environmental 
challenges.  More  than  70%  of  India’s  citizens  live  in 
villages  with  spotty  electricity,  and  they  may  be  wary 
ol  smart-card  readers,  say  critics.  And  given  India’s 
30%  illiteracy  rate,  marry  people  will  be  unable  to 
read  prompts.  In  addition,  an  environment  that  in¬ 
cludes  dust,  large  temperature  swings  and  monsoons 
requires  rugged  and  highly  reliable  equipment. 

Other  critics  fear  erosion  of  civil  liberties. 
Misused,  a  national  database  could  allow  police 
or  intelligence  groups  to  discriminate  against 
people  by  caste,  religion  or  birthplace.  Accord¬ 
ing  to  The  Wall  Street  Journal,  “Numerous  social 
studies  show  that  knowledge  of  these  identifiers 
adversely  impacts  delivery  of  services  such  as  edu¬ 
cation  a^  health  care  to  disadvantaged  citizens." 
Others  worry  that  security  will  be  inadequate.  In 
November  2009,  WikiLeaks  published  an  internal 
working  paper  stating.  “The  UID  Database  will  be 
susceptible  to  atucks  and  leaks  at  various  levels." 

Critics’  arguments  notwithstanding,  IT  organi¬ 
zations  worldwide  should  monitor  this  impressive 
project.  Begun  in  2009,  the  18-month  initiative 
is  a  month  ahead  of  schedule;  pilot  deployments 
begin  this  fall.  If  successful,  the  Aadhaar  will  have 
several  byproducts.  Other  countries  will  likely 
adapt  and  arlopt  India’s  technology.  In  addition, 
the  lesser-known  companies  contributing  to  the 
UID  project  will  gain  global  recognition.  And 
the  concept  of  multi[de-biomatker  identification 
tools  will  be  catapuhed  out  of  the  movies  and  into 
everyday  use.  How  lot^  until  your  CEO  demands 
them  in  your  company’s  security  systems?  ♦ 
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Hot  IT 
Skills  on 
the  Rise 


DanHofEman 

The  CEO  of  MS  Networks 

explains  why  the  company 
is  paying  for  every  employee 
to  learn  a  musical  instrument. 


We  grow  as  a  company  as  fast  as  our 
people  grow.  People  forget  how  to 
learn  -  they  forget  to  practice,  they 
forget  how  to  grapple  with  something 
uncomfortable  until  your  boify  can  do 
it  as  muscle  memory.  The  program 
pushes  people  Into  a  groove  of  learn¬ 
ing  that  pays  big  dividends  as  they  go 
back  to  learn  to  sen.  support  manage 
projects,  write  code  and  so  on. 


and  expea  it  to  stick.  Real  learning 
must  have  three  elements:  repetition, 
recursion  and  reciprocation.  We  design 
our  training  programs  as  themes  that 
last  many  months  on  arty  topic  Recur¬ 
sion  means  we  go  after  the  same  thing 
from  many  different  angles,  the  way 


in  the  dictionatY.  rmally.  you  have  to 
write  or  talk  or  work  with  the  material, 
at  id  this  makes  learning  a  team  spoa 


Are  then  imasmbic  effects,  such 

as  lew  lunioveiT  we  do  have  low  turn¬ 
over,  but  that's  not  the  goal,  m  fact  we 
are  happy  when  staff  grow  their  careers 
with  us  and  then  mo*e  on.  The  most 
measurable  effea  is  that  staff  that 


training  and  learning  is  one  of  the 
most  satisfying  and  fun  things  you 
cwi  do  at  work  -  good  for  staff,  good 
for  the  company.  But  you  can't  read  a 
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Instantly  Search  Terabytes  of  Text 


♦  25-t-  full-text  and  fielded  data  search  options 

♦  Built-in  file  parsers  and  converters  hi9hlight  hits  in  popular  file  types 

♦  Spider  supports  static  and  dynamic  web  data;  highlights  hits  with 
links,  formatting  and  images  intact 

♦  API  supports  C++,  .NET,  Java,  SQL,  etc  .NET  Spider  API. 

Includes  64-bit  (Win/Unux) 

♦  Fully-functional  evaluations  available 

Content  extraction  only  licenses  also  available 


‘^ktopwith  Spider 

Network  with  spider 

publish 

Web  with  Spider 


Engine  fc 


dtSearch  "covers  all  data  sources  ...  powerful  Web-based  engines" 
—  eWEEK 

"Lightning  fast ...  performance  was  unmatched  by  any  other  product" 
—  Redmond  Magazine 

For  hundreds  more  reviews,  and  hundreds  of  developer 
case  studies,  see  www.dtSearch.com 

1-800-IT-FINDS  •  www.dtSearch.com 

‘  Smart  Choice  for  Text  Retrieval*  since  1991 


Q:  Want  to  reach  165,000  readers? 
A:  Place  your  ad  here 


=or  more  information  contact: 

Enku  Gubaie 
508.766.5487 
egubaie@idgenterprise.com 


MicroGoose 

limate  Monitor 

$199 


W 


■  Temperature 

■  Humidity 

Alerts  with  Escalations 

•  E-mail 

•  SNMP  (vl,  v2c,  v3) 

■EATURES 

^uilf-in  Web  Interface 
Power  over  Ethernet 
Optional  IP  Web  Ca 


IT  Dogs  I 
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5  ■fi'ends  to  Watch  in  2011 


■  OULD  YOU  recognize  a  significant  IT  business  trend  if  you  saw 
I  one?  Over  the  years,  many  products,  technologies  and  IT-related 
[  business  trends  have  been  hyped  beyond  their  significance.  But 
the  killers  are  the  ones  that  go  unnoticed  and  wind  up  being 

3.  Mobile  is  expiodllic.  Everyone  can  see  this. 
But  are  IT  shops  focused  on  the  manageni 
port  and  security  challenges  that  come  wi 
bile  computing?  A  huge  percentage  of  emi^oyees 
are  bringing  perscmal  quick-access  storage  devices 
to  work  and  putting  sensitive  documents  and 
e-mails  on  them.  And  here  come  tablets.  Over  30 
new  tablets  were  announced  or  delivered  in  2010, 
and  they’re  inexpensive  enou^  that  a  lot  of  people 
are  buying  them. 

4.  software  is  underioiiig  rapid  Change.  Take 
the  public-cloud  phenomenon  and  stir  in  largely 
Web-based  mobile  appUcations,  and  you'll  see  the 
start  of  a  software  trend  that  could  transform  the 
way  we  work.  When  you  connect  meaningful  en¬ 
terprise  data  to  tablet  computeis  served  via  your 
data  center,  private  cloud  or  hybrid  cloud,  you've 
got  a  transformational  technology.  For  years  we’ve 
been  tryii^  to  unchain  knowledge  workers  from 
their  d«ks  so  they  can  interact  with  one  another 
and  work  wherever  they  go.  There  is  a  potential  to 

without  us  havirtg  to  work  at  that  full  time.  The 
days  of  large,  monolithic,  LAN-connected,  propri¬ 
etary  enterprise  apps  are  numbered 

5. Eiltltpi1sa2XlwWnnibcaarse.Crosvd- 
sourcing  information  (the  real  value  of  Web  2.0  for 
the  enterprise)  is  a  powerful  tool.  It’s  a  simple  way 
to  help  us  avoid  starting  every  new  undertaking 
fitom  scratch.  It  shapes  ideas  and  provides  valuable 
insets.  And  it’s  on  its  way  to  becoming  pervasive. 
But  it’s  not  a  technology;  it’s  more  like  a  business 

The  hype  surrounding  V/eb  2.0  technolo¬ 
gies  vviil  die  dovvn,  and  business  use  of  these  tools 
won’t  be  thought  of  as  a  key  trend  in  aott.  * 


WHAT'S  thr  BUSINESS  PROBLEM’ 


MANY 

MANY 


RUIFS  follow 
FOLLOW 


Solve  more  problems  at  qwestsolutions.com. 


Qwest 


faster  server  ROI. 


With  budgets  flat  and  workloads  exploding,  it's  time  to  unleash  the  innovation  and  cost  savings  l^ked  up 
within  your  aging  server  infrastructure  with  next  generation  HP  ProUant  servers  powered  by  8-  and  12<orc 
AMD  Opteron™  6100  Series  processors.  Upgrade  now  and  experience: 

•  23:1  server  consolidation  ratio' 

•  96%  or  more  savings  on  energy  and  cooling' 

•  $48,380  in  total  savings  for  every  100  users’ 

Transform  your  server  environment  while  building  the  foundation  for  the  HP  Converged  Infrastructure. 

All  for  an  investment  that  pays  for  itself  in  as  little  as  2  months.'  Unleash  faster  server  ROI  now. 

Outcomes  that  matter. 


